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Download Digital Signature from PC which was used to submit the request.
If user is using the same PC which was used to submit the Digital Signature request then ski step 2 and 3.

1. Download Digital Signature
To download digital signature use the link sent by etisalat, enter the reference number and follow the
download instructions.

If DS is required to transfer to another PC then after download export the DS.

2. Export Digital Signature with Private Key
To export DS perform the following steps.

Internet Properties ﬂil

izeneral I Security I Privacy ‘“ontent |Cu:unneu:tiu:uns I Prograrms I Advanced I

Conkent Advisor

g\ Ratings help you control the Inkernet content that can be
viewed on this computer,

Enable. .. I Sethings

Certificates

Ise cerkificates For encrypted connections and identification.

Clear 55L skate Certificates D&J Publishers |
AutoComplete
= AutoComplete stores previous entries Setkings |
gj on webpages and suggests matches
~ for you,
Feeds
E Feeds provide updated content From Settings |
El websites that can be read in Inkernet

Explorer and other programs.,

(] 4 Cancel Apply

Select Content tab and click on Certificates button.
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Intended purpose; I::P.II::- j
Personal IOther People I Intermediate Certification Autharities I Trusted Rook Cerkificatior 4 I *I
Issued To | Issued B Expiratio,.. | Friendly Mame
2y trading W= ==l 10/12/2005  =<Mone:=
Import... Export... Remove Advanced...

Certificate inkended purposes
<all=

Yiew

Close

|

Select digital signature issued by Comtrust and click on Export button

Certificate Export Wizard x|

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate brust
lists and certificate revocation lists From a certificate
store ko your disk,

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used bo protect data or ko establish secure network
conneckions. & certificate store is the system area where
certificates are kept,

Tao cankinue, click Mesxk,

= Bach: I Mext = I Zancel
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Certificate Export Wizard x|

Export Private Key

You can choose ko export the private key with the certificate,

Private kevs are password protected, IF wou want bo export the private key with the
certificake, wou must bype a password on a later page,

Lo wou wankt to export the private key with the certificate?

£ Yes, export the private key

£ Mo, do nok export the private key!

Moke: The associated private key is marked as not exporkable, Only the certificate

can be exported.

< Back I Mext = I Zancel

Select option Yes, export the private key, then set the password and follow the remaining export wizard.
(Choose all remaining default options)

3. Install Digital Signature on other PC

To install DS perform the following steps.

Certificate Import Wizard

x|

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate brust
lists, and certificate revocation lisks From vour disk ko a
certificate skore,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to protect data or ko establish secure network:
connections, & certificate store is the system area where
certificates are kept,

To conkinue, click Mesxt,

= Back I Mext = I Zancel
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Certificate Import Wizard x|

File to Import

Specify the File you wank to import.

File name:

13 \Dacuments and Settingsimansoor, ulhagiDeskioptpebl  phx Browse, .. |

Maoke: Maore than one certificate can be stored in a single file in the Following Farmats:
Personal Infarmation Exchange- PKCS #12 ( PFX, .P12)
Cryphographic Message Syntax Standard- PKCS #7 Certificates (. P7E)

Microsoft Serialized Certificate Store (. 55T)

< Back I Mext = I Zancel |

Certificate Import Wizard x|

Password
Tao mainkain security, the private key was protecked with a passward,

Type the password For the private key.,

Passwiord:

[~ Enable strong private key protection, You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this kev as expartable, This will allow wou ta back up or transpart wour
kews at a later time,

« Back I Mext = I Zancel

Enter password and click on Next button
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Certificate Import Wizard x|

Certificate Store

Certificate stares are systkem areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For
% Aauktomatically select the certificate store based on the tvpe of certificate
™ Place all certificates in the Following skare

Cettificate store:

Ermwse. .. |

< Back I Mext = I Zancel |

Certificate Import Wizard x|

Completing the Certificate Import

' Wizard
‘o have successfully completed the Certificate Impart

wizard.

‘fou have specified the Following settings:

Cettificate Store Selected  Aukamatically determined by
Cankent PFx
File Mame CihDocumenks and Sektingsim

1 | 1

< Back. I Finish I Zancel |

4. Export Digital Signature in .cer format
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Export DS in .cer format zip the file and then send to Dubai Customs along with username and email id
to upload the signature.

Internet Properties llil

izeneral I Security I Privacy Content |Cu:unneu:tiu:uns I Programs I &dvanced I

Conkent Advisar

@ Ratings help wou control the Internet content that can be
viewed an this computer,

Enable. .. I Settings
Certificates
Ilse certificates For encrypted connections and identification.
Clear S5L state Certificates %J Publishers |
AutoComplete
= - AutoComplete stores previous entries Setkings |
| % on webpages and suggests matches
Far you,
Feeds
E Feeds provide updated content From Settings |
; websites that can be read in Inkernet

Explorer and other programs.

Ik Cancel Epply

Select Content tab and click on Certificates button.
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Intended purpose; I::P.II::- j
Personal IOther People I Intermediate Certification Autharities I Trusted Rook Cerkificatior 4 I *I
Issued To | Issued B Expiratio,.. | Friendly Mame
2y trading W= ==l 10/12/2005  =<Mone:=
Import... Export... Remove Advanced...

Certificate inkended purposes
<all=

Yiew

Close

|

Select digital signature issued by Comtrust and click on Export button

Certificate Export Wizard il

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate krust
lists and certificate revocation lists from a certificate
stare ko yaur disk,

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used ko prokect data or to establish secure nebwork
conneckions, & cerkificake skore is the system area where
certificates are kept,

To conkinue, click Mesxk,

= Bach I Mext = I Cancel
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Certificate Export Wizard x|

Export Private Key
You can choose ko export the private key with the certificate,

Private kevs are password protected, IF wou want bo export the private key with the
certificake, wou must bype a password on a later page,

Lo wou wankt to export the private key with the certificate?
£ Yes, export the private key

£ Mo, do nok export the private key

Moke: The associated private key is marked as not exporkable, Only the certificate
can be exported.

< Back I Mext = I Zancel |

Certificate Export Wizard x|

Export File Format
Certificates can be exparked in a wariety of file formats,

Select the format wou wank ko use:

* DER encoded binary ¥.509 { CER)

™ Base-64 encoded ¥.509 {.CER)

™ Cryprographic Message Syntax Standard - PKCS #7 Certificates { P7E)
™ Include all certificates in the cetbfication path iF possible

€ Personal Infarmation Exchange - BKES #12 (. FF)
™ | Include all certificates in the certification path i passible
" | Ematle strong protection (requites IE 5.0, W1 4.0/5P4 or above]

[T | Delete the private kewif the export is successful

< Back I Mext = I Zancel
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Certificate Export Wizard

File to Export

Specify the name of the file you wank bo expart

File name:

Erowse, .. |

< Back I Mext = I Zancel

Enter file name and select file path.

Certificate Export Wizard

Completing the Certificate Export
Wizard

ou have successfully completed the Certificate Export:
wizard,

You have specified the Following settings:

File Marme Ci:\Doc
Export Kews Mo
Include all certificates in the certification path Mo
File Format CER Er

x|

< Back I Finish I Zancel
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